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Perucrpauuonnniii N 16456

B cootBercTBHM ¢ myHKTOM 3 [lonoskeHust 06 obecrieueHnn 0€30MacHOCTH TEPCOHATTBHBIX
JAHHBIX MIPU UX 00paboTKe B MHGOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX,
yTBepkAeHHOTO iocTanoBienrneM [IpaBurenscrBa Poccuiickoit @enepanuu ot 17 HOs10pst 2007
r. No 781 (Cobpanue 3akoHoaarenbcTBa Poccuiickoit deneparuu, 2007, N 48, ct. 6001),
NPHKAa3bIBAIO:

yTBepI[I/ITB npujaaracmMoe ITonosxenue o METOJax U crocobax 3allIUThI I/IH(l)OpMaI_II/II/I B
I/IH(bOpMaI_[I/IOHHI)IX CHUCTEMAX MEPCOHAIBHBIX TaHHBIX.

JAupexTop @enepajbHOM CIYKObI 0 TEXHUYECKOMY U IKCIIOPTHOMY KOHTpoJI0 C.
I'puropos

IIpunoxkenue

IMosio:keHue 0 MeToAaX U CcIOCO0aX 3a1MTHI HHpopMauu B HHPOPMAMOHHBIX CHCTEMAX
MEePCOHATBbHBIX TAHHBIX

1. O0mue moJ10xKeHUsS

1.1. Hacrosimee Ilonoxenue pazpaboraHo B coorBeTcTBUM ¢ [lon0oxkeHnem 06 obecrieueHNH
0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX NMPH UX 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAX
NIEPCOHAJIBHBIX JaHHBIX, YTBEPKACHHBIM NIocTaHOBIIeHUEM [IpaBurenscTBa Poccuiickoi
®enepannu OT

17 nos1t6pst 2007 r. N 781 (Cobpanue 3akoHonarenscTBa Poccuiickoit @enepanuu, 2007, N 48,
cT. 6001), 1 ycTaHaBIMBaeT METOJIbI U CIIOCOOBI 3aIIUTH HHPOPMAIHH, TPUMEHSIEMbIE JITIS
obecrnieueHns 0€30MaCHOCTH MEPCOHATBHBIX TAHHBIX MPU UX 00paboTke B MH(DOPMAIIMOHHBIX
CUCTEeMaXx MepCOHANBHBIX JaHHBIX (Aanee - UHPOPMAaIMOHHBIE CUCTEMBI) TOCYIapCTBEHHBIMU
OpraHaM#, MyHULIUTIATHLHBIMU OpraHaMHU, IOPUANYECKIMH WM (U3UYECKUMU JIUIIAMH,
OPraHU3YIOUUMU U (UITN) OCYIIECTBISIONIUMH 00pabOTKY MEPCOHANBHBIX IaHHBIX, a TAKKE
OTIPEICIISIONIMMU TSN U COJIepIKaHNe 00paOOTKH MEPCOHATBHBIX TAHHBIX (Jlajiee - OTepaTop),
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WIH JIULOM, KOTOPOMY Ha OCHOBaHHH JOTOBOpA ONepaTop nopydyaer o0paboTKy MepCoOHATbHBIX
JAHHBIX (JaJee - ymoJHOMOYEHHOE JIHIIO).

B nacrosmem [lono)xeHnn He paccMaTpPUBAIOTCS BOIPOCH! 00ecieyeHUs 0e30ITaCHOCTH
MEPCOHAJIBHBIX JaHHBIX, OTHCCCHHBLIX B YCTAHOBJIICHHOM IOPAJAKE K CBCACHUAM, COCTABJIAIOIIUM
roCy/IlapCTBEHHYIO TaliHy, a TaK)K€ BOIPOCHI IPUMEHEHUSI KPUIITOTpapUueCKUX METOJIOB U
crioco00B 3aIUTH HH)OPMAITHH.

1.2. K meToam u crioco6am 3amuThl HHPOPMALIUU B HH(GOPMAIIMOHHBIX CHCTEMaX OTHOCSTCS:

METO/IbI U CIIOCOOBI 3aIUTHI HH(POPMAIHU, 00padbaThIBAEMON TEXHUYECKUMU CPEICTBAMU
MH(OPMALIMOHHON CUCTEMBI, OT HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4aiiHOTO, JOCTYIa K
MIEPCOHAIBHBIM JaHHBIM, PE3YJIbTaTOM KOTOPOTO MOXET CTaTh YHUUTOXEHUE, N3MEHEHHUE,
OJI0KMpOBaHNE, KOMPOBAHHUE, PACIPOCTPAHEHHE NEPCOHATBHBIX JAHHBIX, & TAKKE UHBIX
HECaHKIMOHUPOBAHHBIX JIEHCTBUH (J1ajiee - METO/Ibl U CLIOCOOBI 3aIIUTHl HHPOPMAIMH OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIA);

METO/IbI U CIIOCOOBI 3alUTHI peueBOil HHpOpMaLHH, a Takke HHGOPMALIUH, PEJCTABIEHHOM B
BHJIe THPOPMATUBHBIX SJIEKTPUUECKUX CUTHAIOB, GU3UYECKUX MOJIEH, OT
HCCaAaHKIMMOHUPOBAHHOI'O0 JOCTYIIA K MEPCOHAIIBHBIM JaHHBIM, PE3YJIIBTATOM KOTOPOTO MOXET
CTaTh KOIMUPOBAHKE, PACIIPOCTPAHCHHE TTEPCOHANTBHBIX JJAHHBIX, a TAKIKE UHBIX
HECAHKIIMOHUPOBAHHBIX JIEHCTBUH ([1ajiee - METOIbI ¥ CIIOCOOBI 3alTUTh HH(QOPMAIMH OT YTEUKU
10 TEXHUYECKUM KaHajiaM).

1.3. Jlyis BeIOOpA M peau3aIiii METOI0B U CIIOCO00B 3amuThl HHGOpMAaIK B HTHGOPMAITMOHHON
CHCTEME ONEPATOPOM HITM YIIOJTHOMOUYEHHBIM JIMIIOM MOXET Ha3HA4aThCsl CTPYKTYPHOE
Mopa3esIeHUe WK JOHKHOCTHOE JTUIO0 (pabOTHUK), OTBETCTBEHHBIE 3a 0OecreueHre
0€30IaCHOCTH MIEPCOHATBHBIX JaHHBIX.

Jlnist BBIOOpa M pean3aiuy METOJIOB U CIIOCOOO0B 3alUThI HH(OpMAIHK B UH()OPMAITUOHHON
CHCTEME MOYKET IPUBJICKATHCS OPTaHu3allKsl, UMEroIas 0(pOPMICHHYIO B YCTAHOBICHHOM
MOPSIKE JTUIICH3UIO HA OCYIIECTBICHUE JICATEILHOCTH 110 TEXHUYECKOH 3aIIuTe
KOH(PUACHITHATHHON HHPOPMAIIHH.

1.4. Bo16op 1 peanuzaiisi METOI0B U Crioco0O0B 3amuThl HHGOpMauy B HHGOPMaMOHHOK
CHCTEME OCYIIECTBIIIOTCS Ha OCHOBE OIPEEISIEMbIX ONepaTopoM (YIIOJIHOMOYESHHBIM JIUIIOM)
yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX (MOJIENN YTPO3) U B 3aBUCUMOCTH OT KJlacca
MH()OPMAIIMOHHOW CHCTEMBI, ONIPEACIEHHOr0 B cOOTBETCTBHU ¢ [lopsaxoM nmpoBeaeHus
KJIaccu(UKayu HHPOPMAIIMOHHBIX CUCTEM IEPCOHABHBIX JaHHBIX, YTBEP)KICHHBIM IPUKA30M
OCTIK Poccun, @Cb Poccun u Munungpopmcessizu Poccun ot 13 despanst 2008 r. N 55/86/20
(3apeructpupoBad Musntoctom Poccun

3 ampensa 2008 r., peructpaunonssiii N 11462).

Mopens yrpo3 pa3pabaTbiBaeTCsi HA OCHOBE METOANYECKHUX JIOKYMEHTOB, YTBEPKACHHBIX B
COOTBETCTBUU C IYHKTOM 2 noctaHoBiyieHus IIpaBurensctBa Poccuniickoit denepannu ot 17
Hos10pst 2007 . N 781.

1.5. BoiOpaHHbIe U peai30BaHHBIE METO/IbI M CIIOCOOBI 3aIIUTH HH(OPMAIIK B
MH(POPMALMOHHOM cUCTEME JOJDKHBI 00ecIeYnBaTh HEUTPATU3aIMIO IPEANOIaraeMbIX yrpo3
0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAX B
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COCTaBe CO3/[aBaeMOi OnepaTopoM (yIOTHOMOUECHHBIM JIMIIOM) CUCTEMBI 3aLUThI
NEPCOHAJIBHBIX JaHHBIX.

II. MeToanbl 1 CIoCO0bI 3alMUTbI I/IH(l)OpMaIII/II/I OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA

2.1. Metrogamu 1 crioco6aMu 3alIMThl MHPOPMALIUU OT HECAHKITHOHUPOBAHHOTO JIOCTYIIA
SIBJISIFOTCSL:

peanu3aius pa3peluTeIbHON CHCTEMbI JOIyCKa M0JIb30BaTeNeH (00CIyKUBAIOIIETO MIEPCOHAIA)
K MH(GOPMAIIMOHHBIM pecypcaM, HH(OPMAIIMOHHON CHCTEME U CBSI3aHHBIM C €€ NCTI0JIh30BAHUEM
paboTam, TOKyMEHTaM;

OTrpaHHYEHUE JOCTYyIa MO0JIb30BaTeNIel B IOMELIEHMS], I/1€ pa3MEIIeHbl TEXHUUECKHUE CPEJICTBA,
MTO3BOJISIFOIIME OCYIIECTBIIATHE 00pabOTKY MEPCOHANBHBIX JAHHBIX, a TAK)KE XPAHATCS HOCUTENN
nHpopmanuy;

pasrpaHUyeHHe JI0CTYIIA M0JIb30BaTeNell 1 00CTyKUBAIOIIEro NepcoHalia K HH(GpOpMalMOHHBIM
pecypcam, MpoTpaMMHBIM CpeACTBaM 00pabOTKH (Tepeaadn) U 3amnuThl HHGOPMAIIH;

perucTpanus ASMCTBUI MOJb30BaTENICH U 00CTYKMBAIOIIETO IMEPCOHANIA, KOHTPOJIb
HECaHKITMOHUPOBAHHOTO JIOCTYIA U JCHCTBUHN MOJIB30BaTENICH, 00CTYKUBAIOIIETO TIEPCOHANA 1
MMOCTOPOHHUX JINII,

y4eT ¥ XpaHEeHHE CheMHBIX HOocUTeNel nH(opMaluu U ux oOpallleHue, UCKITIoYaloIlee XUILEHuE,
MOJAMEHY U YHHUUTOKEHUE;

pe3epBUPOBAHNE TEXHUUECKUX CPEJCTB, 1yOIMpOBaHNE MACCUBOB M HOCUTENEH HHPOpMAIIHH;

HCII0JIb30BaHUEC CPCACTB 3alllUThI I/IH(i)OpMaI_[I/II/I, mpomeCaAmnX B YCTAHOBJIICHHOM ITOPAOKE
nmpoucaypy Ou€HKHN COOTBETCTBHA,

HCIIOJIb30BAaHHUEC 3allIMIIICHHBIX KaHAJIOB CBs3H,

pa3MenieHre TEXHUYECKUX CPEJICTB, MO3BOISIONIUX OCYIIECTBIISITh 00padOTKy MepCOHATBHBIX
JAHHBIX, B Mpe/ieTaX OXpaHIeMOU TEPPUTOPHH;

OpraHru3anusa (1)I/I3I/I‘IGCKOI71 3alUThI IOMEIICHUN 1 COOCTBEHHO TEXHUYECKUX CpCacTs,
MO3BOJIAOIHNX OCYHICCTBIIATD 06pa60TKy MNEPCOHAJIbHBIX JaHHbIX;

IPeJOTBpallleHNe BHEAPEHNS B UHPOPMALIMOHHBIE CUCTEMBI BPEIOHOCHBIX IIPOTrpaMM
(mporpaMM-BHPYCOB) U MPOTPAMMHBIX 3aKJIAJOK.

2.2. B cuctemMe 3aiuThl NEPCOHAIBHBIX JaHHBIX HH(OPMAIIMOHHON CUCTEMBI B 3aBUCUMOCTH OT
KJ1acca MTHPOPMAIMOHHOM CUCTEMBI U UCXOJIS U3 YTPO3 0€30MaCHOCTH NEPCOHABHBIX JaHHBIX,
CTPYKTYpBI HH(OPMAIIMOHHON CUCTEMBI, HATMYMS MEKCETEBOTO B3aMMO/ICHCTBHSI U PEXKUMOB
00pabOTKM NEPCOHANBHBIX JIAHHBIX C UCTIOJIb30BAaHHEM COOTBETCTBYIOLINX METOOB U CIIOCOO0B
3alIUThl HHQOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA PEATU3yIOTCs (YHKUUHU YIPABICHUS
JOCTYIIOM, PETHCTPALIUU U yyeTa, 00ecrieyeHns LeIOCTHOCTH, aHAJIN3a 3alIUIIEHHOCTH,
oOecrieyeHHs 6€30MaCHOTO MEKCETEBOTO B3aUMOJICHCTBUS U OOHAPYKEHUS BTOPKEHUH.
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Metoab! 1 ciocoObl 3alIUTH HH(OPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
obecnieunBaromue (GyHKIUU YIPABICHUS JOCTYIIOM, PETUCTPAIIUHU U yueTa, OOecTieueHuUs
LIEJIOCTHOCTH, aHAJIM3a 3alIUIICHHOCTH, 00ecIeueHUs 0€30I1aCHOI0 MEKCETEBOT0
B3aMMO/ICHCTBUS B 3aBUCUMOCTH OT KJIacca MHPOPMAITMOHHOMN CHCTEMBI OTIPEICIISFOTCS
onepaTopOM (YHOJIHOMO‘-ICHHI)IM JII/IIIOM) B COOTBETCTBHUH C HpI/IJIO)KCHI/IeM K HaCTOHIIIGMy
ITomosxxenuro.

2.3. B unH(popMaMOHHBIX CHCTEMaX, HMEIOLINX IMOAKIIOYeHNE K MHPOPMAIIMOHHO -
TEJIEKOMMYHHUKAIIHOHHBIM CETSIM MEKIYHapOIHOTO HH(POPMALIMOHHOTO 0OMEeHa (CETSIM CBS3U
00II1ero NOJIK30BaAHNUS), WK TPU (YHKIMOHUPOBAHUH KOTOPBIX MPEIYCMOTPEHO HCIIOIB30BAHHE
CbEMHBIX HOCUTENEH NH(POPMAIIH, UCIIOJIb3YIOTCSI CPECTBA AHTUBUPYCHOM 3aIUTHI.

2.4. Ilpu B3auMoeicTBUM UH()OPMALIMOHHBIX CUCTEM C MHPOPMAIIMOHHO-
TEJIEKOMMYHUKAIMOHHBIMU CETSIMU MEKYHApOIHOTO HH(POPMALMOHHOTO 0OMEHa (CeTsIMU
CBSI3M OOILIET0 MOJIb30BaHUs) HApSALy C METOJaMH U CIIOCO0aMHM, yKa3aHHBIMU B ITyHKTE 2.1
HacTosero [lonoxeHuns, OCHOBHBIMU METOJIaMH U CIIOCOOaMH 3aIlIUThl HHPOPMALIUK OT
HECAaHKIMOHUPOBAHHOTO JIOCTYTIA SBIISIOTCS:

MEXCETEeBOE HKPAaHUPOBAHHE C LENbIO YIPABIECHUS AOCTYIIOM, PUIBTPALIUU CETEBBIX TAKETOB U
TPAHCIISALUU CETEBBIX aIPECOB VI CKPBITUS CTPYKTYPBl HH(POPMAILIMOHHONW CUCTEMBI;

oOHapyXeHHEe BTOP)KCHUH B HH(OOPMAIIHOHHYIO CHCTEMY, HAPYIIAIONINX HITH CO3AFOIINX
MPEANOCHIIKA K HAPYIICHUIO YCTAaHOBJIEHHBIX TPEOOBaHMI 10 00ecIeueHnI0 6€30MacHOCTH
MEPCOHAIBHBIX JaHHBIX;

aHaJN3 3alIAIICHHOCTH HH(POPMAITMOHHBIX CUCTEM, TIPEAIIOIATr a0 TPUMEHEHHE
CHeIMaTU3UPOBAHHBIX POTPAMMHBIX CPEACTB (CKaHEPOB OE30MAaCHOCTH ),

3amuTa I/IH(l)OpMaHI/II/I IIpu €€ nepeaadc 1mo KaHajiaM CBA3H,

HCIIOJIb30BAHUE CMAPT-KapT, JIEKTPOHHBIX 3aMKOB U JPYTHX HOCUTEEH nHDOpMaIuu 1Jis
HaJISKHOW MACHTU(PUKAIUNYA U ayTCHTH(UKALIMH T10JIb30BaTeIeH;

HCIIOJIb30BAHHUEC CPCIACTB aHTHBHpYCHOﬁ 3allINThI,

LHCHTPAJIM30BAaHHOC YIIPABJICHUC CHCTEMO 3allUThI IICPCOHAJIBHBIX JaHHBIX HH(I)OpMaHHOHHOﬁ
CHUCTCMBI.

2.5. lNoakmroyeHne MHPOPMALIMOHHBIX CUCTEM, 00padaThIBAIOIUX [OCYJapCTBEHHbIE
MH(pOpPMALMOHHBIE PeCypChl, K HHPOPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIM CETSM
MEXJIyHapOAHOTO MH(OPMAIIMOHHOIO 0OMEHAa OCYIECTBIIAETCS B COOTBETCTBUU ¢ YKa30M
IIpe3unenta Poccuiickoit @enepanuu ot 17 mapra 2008 r. N 351 "O mepax no obecriedeHn o
nHpopManMoHHOH 6e3omacHocTH Poccuiickoit @enepaninu npu UCIOIb30BaHUN
MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEH MEXIyHapOHOTO HH(OPMAIIMOHHOTO
obmena" (Cobpanue 3akoHonatenbeTBa Poceniickoit @eneparuu, 2008, N 12, ct. 1110; N 43,
cT. 4919).

2.6. 11 oGecnieyeHus: 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX MPH MOAKIIOYEHUN
MH(POPMAIMOHHBIX CUCTEM K MH()OPMAIIHOHHO-TEIEKOMMYHHUKALMOHHBIM CETSIM
MEXJTyHapOAHOTO MH(OPMAIIMOHHOTO 0OMEHA (CETSAM CBSI3M OOLIETO MOJIb30BaHUSA) C LIENbIO
MOJIy4eHHUs1 00IIeJOCTYTHOM MH(POPMALIUU TTOMUMO METO/I0B U CIOCO0O0B, YKa3aHHBIX B MMyHKTaX
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2.1 u 2.4 nactosuiero [lonoxeHus, NPUMEHSIOTCS CIIEAYIOIINE OCHOBHBIE METOJIBI U CTIOCOOBI
3alIUThl HHQOPMAIMK OT HECAHKLIIMOHUPOBAHHOTO JIOCTYIIA!

(bunbTpaIus BXOIMMHUX (MCXOISAIINX) CETEBBIX MMAKETOB TI0 MIPABUIIaM, 33JaHHBIM OIIePaTopoOM
(YIIOJTHOMOYEHHBIM JIMIIOM);

Hepnozmqecxnﬁ aHam3 0e30I1aCHOCTH YCTAHOBJICHHBIX MECKCECTCBBIX SKPAHOB Ha OCHOBC
UMUTaAlUU BHCIIHUX aTaK Ha I/IH(i)OpMaIII/IOHHI)IG CUCTCMBI,

aKTUBHBIN ayIuT 0€301aCHOCTH MH(POPMALMOHHON CUCTEMBI Ha MPEIMET OOHAPYKEHHS B
peXUMeE PEAbHOIO BPEMEHU HECAHKIIMOHUPOBAHHOM CETEBON aKTUBHO CTH;

aHaJIN3 MPUHUMAEMOH N0 HH()OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIM CETSIM MEXIyHapOAHOTO
MH(OPMaLIMOHHOTO 0OMEHa (CEeTSM CBSI3U 00ILEro M0JIb30BaHNs) HHPOPMAIH, B TOM YUCIIE Ha
HaJM4ue KOMIBIOTEPHBIX BUPYCOB.

Jliig peanu3anuy yKkazaHHBIX METOJIOB U CIIOCOOOB 3alUThl HH(OPMALIUU MOTYT IPUMEHSTHCS
MEXCETEBbIE IKPAHbI, CHCTEMbI 0OHAPYKEHHS BTOPKEHUI, CPEICTBA aHAIN3a 3aLUIIIEHHOCTH,
CHelHalIn3UpOBaHHbIE KOMIUIEKCHI 3allIMThI M aHaINM3a 3alIUIEHHOCTH UHPOpMAIIH.

2.7. lns oGecrieueHust 6€30MacHOCTH NMEPCOHATBHBIX JAHHBIX NP YAAJIEHHOM JIOCTYIIE K
MH(OPMALIMOHHON CHUCTEME Yepe3 HHPOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHYIO CETh
MEXTyHapOHOTO HH(POPMAITMOHHOTO 0OMEHa (CETh CBSI3U OOIIETO MOJb30BaHMS) TOMUMO
METOJIOB M CIIOCOOOB, YKa3aHHBIX B IMyHKTax 2.1 u 2.4 HacTosmero [lomoxxenusi, mpuMeHSFOTCS
CJIEYIOIE€ OCHOBHBIE METO/IbI M CIIOCOOBI 3aIllUThl UH(POPMALIUK OT HECAHKLIHOHHUPOBAHHOTO
JOCTyTIa:

MPOBEpPKA MOUTMHHOCTH OTHPaBUTENS (yIAIIEHHOTO MOJIB30BATENs ) U IEJIOCTHOCTH
nepeaBaeMbIX 110 HHPOPMAITMOHHO-TEIIEKOMMYHUKAITMOHHOW CETH MEKIYHAPOIHOTO
nH(pOpMaTMOHHOTO 0OOMEHa (CeTH CBS3U OOIIEro MoJIb30BaHUS) JaHHBIX;

YIpaBJICHUEC AOCTYIIOM K 3alIUIIACMbIM IIEPCOHAJIBHBIM JaHHBIM HH(l)OpMaHHOHHOfI CCTH,
HUCIIOJIB30BaHHC anI/I6YTOB 0€30IaCHOCTH.

2.8. Jlns obecnieueHuss 6€30MaCHOCTH MEPCOHANBHBIX IAHHBIX P MEKCETEBOM
B3aUMOJICHCTBUHU OTACIbHBIX HHPOPMAITMOHHBIX CUCTEM Yepe3 HH(POPMAITMOHHO-
TEJIEKOMMYHUKAIMOHHYIO CETh MEXIYHaPOIHOTO HHPOPMAIIMOHHOTO 0OMeHa (CETh CBSI3U
0011ero NoJab30BaHus) IOMUMO METOJIOB M CIIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 u 2.4
HacTosero [lonoskeHus, MPUMEHSIOTCS CIIEIYIONINe OCHOBHBIE METO/IbI M CIIOCOOBI 3alTUTHI
nH(pOpPMALIUK OT HECAaHKIIMOHHUPOBAHHOTO JTOCTYIA:

CO3JaHUC KaHalia CBA3H, O6CCH€‘II/IBaIOH_[el"O 3a1uTy nepeL[aBaeMoﬁ I/IH(l)OpMaI_II/II/I;

OCYILICCTBJICHUC aYTeHTI/Iq)I/IKaI_II/II/I BSaHMOﬂeﬁCTByMMHX I/IH(i)OpMaI_II/IOHHBIX CHUCTEM U IIPOBCPKaA
MOJJIMHHOCTH II0JIb30BaTeleil U IEJTOCTHOCTH nepeaaBacMbIX JaHHBIX.

2.9. [1ns obecnieyeHus 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX IPH MEKCETEBOM
B3aMMO/ICHCTBHU OTCIBHBIX MH()OPMAIIMOHHBIX CUCTEM Pa3HBIX ONEPATOPOB Yepe3
MH(POPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHYIO CETh MEXIYHAPOJHOT0 MH(POPMAITMOHHOTO 0OMeHa
(ceTh CcBsI3U OOILIETO MOJIB30BAaHMUS) TOMUMO METOJIOB U CIIOCOOO0B, YKa3aHHBIX B MMyHKTax 2.1 u
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2.4 nacrosmiero [lonoxeHust, IPUMEHSIOTCS CIEAYIONINE OCHOBHBIE METOJIBI U CIIOCOOBI 3aIIUTHI
nH(pOpMaIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA!

CO3/IaHNE KaHaJa CBsI3H, 00ECIEUNBAIOIIET0 3aIUTY IIepeaaBacMoil HHGOpMaIIH;

ayTeHTU(UKAIIS B3aUMOJICHCTBYIONINX NHPOPMALIMOHHBIX CUCTEM H ITPOBEPKA MO ITHHHOCTH
II0JIb30BATEIIEH U LIEJIOCTHOCTH IEPEIaBAEMBbIX JIaHHBIX;

o0ecrieyeHre NpeAOTBPALICHUST BO3SMOKHOCTH OTPHULIAHUS 1T0JIb30BaTeNleM (pakTa OTIPAaBKH
[IEPCOHAIBHBIX JaHHBIX IPYTOMY [10J1b30BaATEIO;

obecrnieueHre Mpe1oTBPAILEHHS] BO3SMOXXHOCTH OTPHUIIAHMS IT0JIb30BaTeNEeM (DaKkTa MOTydEHHS
MEPCOHAIBHBIX JAHHBIX OT APYroro MOJIb30BATENS.

2.10. O6meH nepcoHaNbHBIMU JAHHBIMU TIPU UX 00pab0TKe B MHGOPMAIIMOHHBIX CUCTEMAaX
OCYIIECTBIISIETCA [0 KaHAIAM CBSI3H, 3aIlUTa KOTOPBIX 00ECIeunBaeTCs MyTeM pean3aliy
COOTBETCTBYIOIINX OPraHNU3alIMOHHBIX Mep U (UJIM) MPUMEHEHUS TEXHUYECKUX CPEJICTB.

2.11. Toaxmrovuerre HHGOPMAIIMOHHON CUCTEMBI K MTH(GOPMAITMOHHON CHCTEME JPYTroro Kiacca
WU K HH(POPMAITMOHHO-TEIEKOMMYHUKAITMOHHOM CETH MEKTyHAPOIHOTO HH(POPMAIIMOHHOTO
oOMeHa (ceTu CBSI3U 00IIETO MOTH30BaHUS ) OCYIIECTBIISIETCS C UCTIOJIB30BAaHIUEM MEKCETEBBIX
SKPaHOB.

2.12. IIporpammHO€e 0OeCTIeYeHHE CPECTB 3aUThl HHGOPMAIHH, IPUMEHSIEMBIX B
nH(OPMALMOHHBIX cucTeMax | Kimacca, IPOXOJUT KOHTPOJIb OTCYTCTBUS HEAECKIAPUPOBAHHBIX
BO3MOKHOCTEH.

Heo0x01uMOoCTh MPOBeIeHUST KOHTPOJISI OTCYTCTBHS HEACKIAPUPOBAHHBIX BO3MOKHOCTEH
MIPOrPaMMHOTO OOCCIICUCHUS CPEJACTB 3alUThl HHPOPMAIUK, TPUMECHICMBIX B
MH()OPMAMOHHBIX CHCTEMaX 2 M 3 KJIacCOB, ONPENEISICTCS ONepaTopoM (YIIOJTHOMOYCHHBIM
JIALIOM).

2.13. B 3aBUCHMOCTH OT 0COOCHHOCTEH 00PaOOTKH NIEPCOHATBHBIX JAHHBIX U CTPYKTYPhI
MH(OPMALIMOHHBIX CUCTEM MOTYT Pa3padaThiBaThCsA U MPUMEHSATHCS APYTrUe METO bl 3alIUThI
nH(pOpPMAaLIUK OT HECAHKIIMOHUPOBAHHOTO JOCTYIa, 00eCIeUnBaroIIne HENTpaIu3auio yrpo3
0€30MMacCHOCTH MEePCOHATBHBIX TaHHBIX.

II1. MeToabl 1 crioco0bl 3aIMTHI HHPOPMALMHU OT YTEYKH 10 TEXHUYECKUM KaHAJIaM

3.1. 3amura peyeBoit HHGOpMaIUK U HHPOPMALIUH, ITPECTABICHHOMN B BUJIe HH(OPMATUBHBIX
NIEKTPUYECKUX CUTHAJIOB M (PU3NYECKHX MOJIEH, OCYIIECTBIISIETCS B ClIy4asiX, KOrJaa Ipu
OTIpeIeIEHNH YIrpo3 0e30MacHOCTH MEPCOHANBHBIX JJAHHBIX M (POPMUPOBAHUH MOJIENIN YIPO3
MPUMEHUTENBHO K MHPOPMAITMOHHON CUCTEME SIBJITIOTCS aKTYaJIbHBIMU YTPO3bl YTEUKU
aKyCTHYECKO# peueBoil nHpopManuu, yrpo3bl YTeUkKd BUAOBOM HHGOPMALIUU U YIPO3bl YTEUKH
nH(pOpMAaINMHY N0 KaHaJIaM MOOOYHBIX 3JE€KTPOMATHUTHBIX U3JIy4YeHUH U HaBOJIOK, OIIpee/ICHHbIE
Ha OCHOBE METOJANYECKHUX IOKYMEHTOB, YTBEPKACHHBIX B COOTBETCTBHHU C IIYHKTOM 2
noctaHoBieHus [IpaBurensctBa Poccuiickoit @enepanuu ot 17 Hosi6pst 2007 r. N 781.

3.2. I[JBI HUCKIIIOYCHUS YTCUKU MMCPCOHAIBHBIX JAHHBIX 34 CHCT MMOOOYHBIX SJICKTPOMATHUTHBIX
H3J'Iy‘ieHHI>i 1 HaBOJOK B I/IH(l)OpMaL[I/IOHHLIX cucteMax 1 kiacca Mor YT IPUMCHSATBHCA
CJICOAYIOIIHUC MCTOIbI U CIIOCOOBI 3alllUThI I/IH(bOpMaLII/II/IZ
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HCIIOJIb30BAHNUEC TCXHUYCCKUX CPCACTB B 3allIUIIICHHOM HCIIOJIHCHUH,

MCIOJIb30BAHUE CPEJICTB 3AIUTHI HHPOPMALIUH, POIIEAIINX B YCTAHOBICHHOM MOPSIKE
IIPOLIEYPY OLIEHKH COOTBETCTBUS;

pasMEIICHUE 00BEKTOB 3aI0UTBI B COOTBCTCTBHU C NPCAINMMCAHUCM Ha SKCINTyaTallHuio,

pa3MeIeHne MOHWKAIINX TPAHC(POPMATOPHBIX MTOICTAHIINN dJICKTPOTIUTAHHS U KOHTYPOB
3a3eMJICHUS] TEXHUYECKUX CPEICTB B MPEIEIIaX OXpaHAEMON TEPPUTOPHH;

obecrnieueHre pa3BA3KH 1eNel AEKTPONUTAHNUS TEXHUYECKUX CPEACTB C MOMOIIBIO 3aIIUTHBIX
¢uIbTPOB, ONOKUPYIOMIKX (ITOAABIIAIONINX) HH(OOPMATUBHBIN CUTHAT;

o0ecrneyeHre AIeKTPOMarHuTHON pa3BA3KU MEXly TUHUSAMH CBSI3U U APYTUMH LETISIMU
BCIIOMOTATENbHBIX TEXHUYECKUX CPEJICTB U CUCTEM, BBIXOISIIMMU 3a MIPEJIENIbl OXpaHsIeMOoil
TEPPUTOPUH, 1 UHPOPMAITMOHHBIMU LIETISIMHU, 110 KOTOPBIM HUPKYJIMPYET 3allluiiaeMas
uHpopmanus.

3.3. B undopmanmoHHbIX cUCTeMax 2 Kiacca Jyuist 00paboTKu HH(OPMALIUK UCTIOTb3YIOTCS
CpeACTBa BRIYUCIUTEIFHON TEXHUKH, YOBIECTBOPSIONINE TPEOOBAHUSIM HAIIHOHATBHBIX
CTaHJApPTOB IO AIEKTPOMArHUTHONH COBMECTHMOCTH, TI0 0€30TIACHOCTH M SPTOHOMHYECKIM
TpeOOBaHUSAM K CpEICTBaM OTOOpakeHUsI HH(OPMAIIMH, TI0 CAHUTAPHBIM HOPMaM,
MPeIbSABISEMBIM K BHICOAUCIIIICHHBIM TEPMUHAIAM CPEJICTB BHIUUCIUTENLHON TEXHUKH.

3.4. ITpu npuMeHeHNH B HHGOPMAITMOHHBIX CHCTeMaX (DYHKIIMH TOJI0COBOTO BBOJIA
MEePCOHAIBHBIX JaHHBIX B HHPOPMAIIMOHHYIO CUCTEMY WU (GYHKIIMH BOCIIPOU3BEICHUS
nH(pOpPMaLIUK aKyCTUYECKUMU CPEICTBAMU HH(POPMAIIMOHHBIX CUCTEM ISl HHPOPMAIIMOHHOM
cucTeMbl | Kilacca peanu3yroTcs METObI M CIIOCOOBI 3aIlIMThl aKYCTHUECKOH (pedyeBoii)
nHpopMaIuu.

MeTo1pl ¥ CIOCOOBI 3aITUTHI aKyCTUYECKOU (peueBoit) HHpOpMAaLNK 3aKITI0UAIOTCS B
peayin3aliuy OpraHu3alluOHHBIX U TEXHUYECKUX Mep JUIsl 00ecrieyeH s 3BYKOU30JIALUN
OTpaKJAIOIINX KOHCTPYKIIMI MOMEIIEHHH, B KOTOPBIX pacioJioskeHa nH(GOopMallnoOHHAs
CUCTEMa, UX CUCTEM BEHTWIALMU U KOHJIUIUOHUPOBAHHUSI, HE TIO3BOJISIONICH BeCTH
MIPOCTYIIMBAaHUE aKyCTUYECKOU (peueBoil) nH(OopMaIuu Mpy TOJI0COBOM BBOJIE MEPCOHATBHBIX
JAHHBIX B MHPOPMAIIMOHHOM CUCTEME WU BOCIIPOU3BEACHUN HH(POPMALIUU aKyCTUIECKIMU
CpeICTBaMH.

BennuunHa 3ByKOM30JIALIMH ONPEAEIISIETCS. ONIEPATOPOM UCXO/IS U3 XapaKTEPUCTUK ITOMELCHMS,
€ro pacroJIoKeHUs: 1 0co0eHHOocTel 00pabOTKH MEePCOHATIBHBIX JaHHBIX B HH(OPMAIIMOHHOMN
CUCTEME.

3.5. Pa3Merienue ycTpoiCTB BbIBOIa MH(MOPMALIMHU CPEJICTB BBIYMCIUTEIBHON TEXHUKH,
MH(GOPMALMOHHO-BBIYUCIUTENBHBIX KOMIIJIEKCOB, TEXHUYECKUX CPEICTB 00pabOTKU
rpaduueckoil, Buaeo- 1 OyKBeHHO-IIUPPOBOH HHPOPMAIIH, BXOAIIUX B COCTAB
MH(OPMAIIMOHHOM CHCTEMBbI, B TOMEIIEHUAX, B KOTOPHIX OHU YCTaHOBJIEHBI, OCYIIECTBIISETCS
TaKuM 00pa3oM, 4ToObl OblIa UCKITI0UEHAa BO3ZMOKHOCTh IIPOCMOTpPA MOCTOPOHHUMHU JTULIAMU
TEKCTOBOH U Tpaduueckoil BUI0BOH HH(POpMAIMHU, COAEprKalllel epCOHAIbHbIE JAHHBIE.

IIpunoxxenue x IloaoxkeHuro
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MCTO[[BI u CHOC06BI 3alllUThI I/IH(i)OpMaI_[I/H/I OT HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIA B 3aBUCUMOCTHU
OT KJIacca HHPOPMAITHOHHON CHCTEMBI

1. Metoapl 1 ciocoOBbl 3aUTH MHPOPMALIUU OT HECAHKIIHOHUPOBAHHOTO JIOCTYMA JUIS
oOecrieyeHns 6e30MaCHOCTH MEPCOHATBHBIX JAHHBIX B MH(QOPMAIIMOHHBIX CUCTeMax 4 Kiacca u
11€JIeCO00Pa3HOCTh X MPUMEHEHUS OMPECIISIOTCS ONIepaTOpOM (YITOJIHOMOYEHHBIM JIHLIOM).

2. Metoapl 1 coco0BI 3aIUTH HHPOPMALIUU OT HECAHKIIHOHUPOBAHHOTO JIOCTYTIA,
oOecrieunBaromue GyHKIMH YIIPABICHUS JOCTYIIOM, PETHCTPALNHU U y4eTa, 00eCTIeYeHNUs
L[EJIOCTHOCTU U 0€3011aCHOT0 MEXKCETEBOI0 B3aUMOJEHCTBUS 1711 ”HPOPMALIMOHHBIX CUCTEM 3
KJ1acca.

2.1. Inst uHGOPMAIIMOHHBIX CUCTEM 3 KJlacca IPH OJHOTOIB30BATEIIbCKOM pexkuMe 00paboTKI
MEePCOHANBHBIX TAHHBIX MPUMEHSIOTCS CIEAYIOIINE OCHOBHBIE METOIbI M CIIOCOOBI 3aIIUTHI
nH(popmMaLuu:

a) ympasJeHHUe JOCTYIOM:

UAeHTU(UKAIIS U TPOBEpPKa MOATMHHOCTH MOJIb30BaTEINS IIPH BXOJIE€ B CUCTEMY
MH(OPMALIMOHHON CUCTEMBI IO MAPOJII0 YCIOBHO-TIOCTOSIHHOTO JEHCTBUS ATUHON HE MEHee
ecTd OyKBEHHO-IU(POBBIX CHMBOJIOB;

0) perucTpaims 1 y4er:

perucTpanus BXo/a (BbIXoa) Mojab30BaTeNs B CUCTEMY (M3 CUCTEMBI) TUOO PETUCTPAIUs
3arpy3Kd ¥ HHUITHATU3AIIH OTIEPAIIMOHHON CUCTEMBI U €€ IPOrPaMMHOTO OCTaHOBA.
Perucrpanus BbIX0a U3 CUCTEMBI WIIM OCTAHOBA HE MTPOBOIUTCS B MOMEHTHI allliapaTypHOTro
OTKITIOYCHUSI MHPOPMAITMOHHOW CUCTEMBI. B mapaMeTrpax perucTpaiyiu yKa3blBaloTCs 1aTa u
BpeMsl BX0/1a (BBIX0/1a) MOJIH30BATENS B CUCTEMY (K3 CUCTEMBI) UJIH 3arpy3KH (OCTaHOBA)
CHCTEMBI;

y4eT BCeX 3alllUIaeMbIX HOCUTeNel HH(GOPMaIIUH C TOMOIIBI0 UX MAPKUPOBKHU U 3aHECEHUE
YUETHBIX JaHHBIX B KypHAJI yueTa;

B) 00CCIICUCHHE IIEIOCTHOCTH

obecrnievyeHne 1EeIOCTHOCTH MPOrPaMMHBIX CPEICTB CUCTEMBI 3aIlIUThI IEPCOHANBHBIX JaHHbIX,
obOpabaTeiBaeMOii HH(GOPMAIINH, a TAK)KE HEM3MEHHOCTh ITPOrpaMMHoOii cpeabl. [Ipu aTom
LETOCTHOCTh MPOTPAMMHBIX CPEJCTB MPOBEPSIETCS MPH 3arpy3Ke CUCTEMbI M0 HATTMUUIO UMEH
(nneHTu(UKaTOPOB) KOMIIOHEHTOB CUCTEMBI 3aIIUTHI IEPCOHANBHBIX JAaHHBIX, [[EI0CTHOCTh
IIPOrpaMMHOI cpeJibl 00ecrieynBaeTcss OTCYTCTBHEM B MH(POPMALIMOHHOM CUCTEME CPE/ICTB
pa3paboTKU U OTIAAKH MPOTPAMM;

¢u3nyeckas oxpaHa MH(GOPMAITMOHHON CUCTEMBI (TEXHUYECKUX CPE/ICTB U HOCUTENEH
uHpOpMaIKN), TpeycMaTpUBArOIasi KOHTPOJIb JOCTYIA B MOMENEHUs HHPOPMALIMOHHOM
CHCTEMBbI TOCTOPOHHUX JIULI, HAJTMUNE HAJAEKHBIX MPEMATCTBUM 1 HECAaHKLIIMOHUPOBAHHOTO
MPOHUKHOBEHUS B MOMENICHHUS HH(POPMAIIMOHHOM CUCTEMBI U XPAHWIMIIE HOCUTENEH
uHbOpMaInu;

MEpUOAUYICCKOC TCCTUPOBAHUC (I)YHKI_II/Iﬁ CHUCTCMBI 3allIUTHI IICPCOHAJIBHLIX NAHHBIX ITPH
U3MCHCHUU HpOFpaMMHOﬁ Cpcabl U MoJb30BaTeIe PIH(I)OpM&I.IPIOHHOfI CHUCTEMBI C IIOMOIIIBIO
TCCT-TIpOrpaMM, UMUTHPYIOIIUX IMOIBITKA HCCAHKIITUOHUPOBAHHOT'O JOCTYIIA,
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HaJINYUC CPCACTB BOCCTAHOBJIICHUS CUCTCMbI 3allIUTHI [ICPCOHAJIBHBIX JAHHBIX,
npeaycMarpuBarommx BCACHUC IBYX KOTHH IMpOorpaMMHBIX KOMIIOHCHTOB CPCACTB 3alllUThI
nH(pOpMAINH, X MEPHOANYECKOE OOHOBJICHHUE H KOHTPOJIb pab0TOCTIOCOOHOCTH.

2.2. 1 nHPOPMALMOHHBIX CUCTEM

3 Ki1acca mpu MHOTOIIOJIb30BATEIILCKOM PEKUME 00pabOTKK EPCOHATBHBIX TAHHBIX U PABHBIX
ImpaBax JOCTYyIIa K HUM MOJIb30BaTelIcH MMPUMCHAIOTCA CIACAYIOHNE OCHOBHBIC METO/AbI U
CTIOCOOBI 3aIUTHI HHPOPMALIHN:

a) ynpasJeHHue JOCTYIOM:

UICHTU(UKAIMS U TPOBEPKA MMOAJTUHHOCTHU TOJIb30BATEINS IIPU BXO/I€ B CUCTEMY 10
uaeHTUGUKaTOpy (KOAY) U Mapoto YCIOBHO-MIOCTOSSHHOTO JEHCTBUS AJIMHON HE MEHEE IeCTU
OYKBEHHO-IIM(POBBIX CHMBOJIOB;

0) perucTpanus u y4er:

perucrtpaius Bxojaa (BbIX0/1a) MOJIb30BATENS B CUCTEMY (M3 CUCTEMBI) TMOO perucTpanus
3arpy3Kd ¥ WHUITHATU3AIIH OTIEPAIIMOHHON CUCTEMBI U €€ TPOTrPaMMHOTO OCTaHOBA.
Perucrpanus BbIX0a U3 CUCTEMBI WIIM OCTAHOBA HE MTPOBOJUTCS B MOMEHTHI allliapaTypHOTro
OTKJIFOYEHUS1 UH(POPMAILMOHHON CHUCTEMBI. B mapaMmeTrpax perucTpaiuy yka3blBatoTCs aTa U
BpeMsl BX0/1a (BBIX0/1a) MOJIH30BATENS B CUCTEMY (M3 CUCTEMBI) UJIH 3arPy3KH (OCTaHOBA)
CHCTEMBI, Pe3yJbTaT NOMBITKH BX0J1a (YCIEIIHas UM HEYCIICIIHAas);

y4eT BCeX 3alllUIaeMbIX HOcUTeNel HH(GOPMaIIUH C TOMOIIBI0 UX MAPKUPOBKHU U 3aHECEHUE
YUETHBIX JaHHBIX B KypHAJI y4eTa;

B) 00€CIICUCHHE IIEIOCTHOCTH:

o0ecrieyeHne 1eIOCTHOCTH MPOTPaMMHBIX CPEICTB CUCTEMBI 3allIUThI IEPCOHATBHBIX JIaHHBIX,
oOpabartbiBaeMOl HH(DOPMAITNH, a TAKXKE HEU3MEHHOCTH ITPOTpaMMHO# cpenbl. [1pu aTom
[EJIOCTHOCTh IPOTPAMMHBIX CPEIICTB MPOBEPSAETCS PHU 3arPy3Ke CUCTEMBI 110 HATMYUIO HMEH
(uneHTH()UKATOPOB) KOMIIOHEHTOB CHCTEMBI 3aIIUTHI TIEPCOHAIBHBIX JIAHHBIX, a 1110 CTHOCTh
MIPOrPaAMMHO# cpeJibl 00ECIIeYNBACTCSI OTCYTCTBHEM B MH(POPMAIIMOHHOM CUCTEME CPEJICTB
pa3pabOTKHU U OTJIAJKH IMPOTPaMM BO BpeMst 00padOTKHU U (MJIM) XpaHEHHUS 3allUIIacMOn
nHpopMaIuu;

¢buznueckas oxpana UH(GOPMALIMOHHON CUCTEMBI (YCTPOICTB M HOCUTENEH HH(POPMAIIIH),
MpelycMaTpuBaroIas KOHTPOJIb JOCTYIA B MOMEIIEHUsT HH(OPMAIIMOHHON CHCTEMBI
MMOCTOPOHHUX JIUI], HAJTMYKE HAICKHBIX MPEMATCTBUH 151 HECAHKIITHOHUPOBAHHOTO
MIPOHUKHOBEHHUS B IOMEIIEHUSI HHPOPMAITMOHHOM CUCTEMBI U XPAHUIIUIIE HOCUTENEeH
uHpOpMalnu;

NEpUOAUICCKOC TCCTUPOBAHUC Q)YHKHI/II\/'I CUCTCEMBI 3allIUTHI ICPCOHAJIbHBIX JAHHBIX IIPU
U3MCHCHHUU HpOFpaMMHOﬁ Cpcabl U MoJab30BaTeIe PIH(I)OpM&I.IHOHHOfI CHUCTEMBI C IIOMOIIIBIO
TCCT-TIpOrpaMM, UMUTHPYIOIIUX ITOIIBITKA HCCAHKINUOHUPOBAHHOT'O JOCTYIIA,

HaJIMYUe CPEJCTB BOCCTAHOBIIEHUS CUCTEMBI 3alIUTHl IEPCOHAIBHBIX JAHHBIX,
IIPEyCMAaTPUBAOLINX BEIEHUE IBYX KOMMM TPOrPaMMHBIX KOMIIOHEHTOB CPEZCTB 3allUTHI
uH(pOpMaINH, UX MEPHOANYECKOe OOHOBJIEHHUE U KOHTPOJIb pab0TOCTIOCOOHOCTH.
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2.3. JInst uHGOPMAITMOHHBIX CUCTEM

3 KJacca py MHOTOMOJIB30BATEIBCKOM peXUME 00pabOTKH MEepCOHATBHBIX JAHHBIX M Pa3HBIX
MpaBax JOCTYIa K HUM I0JIb30BaTENeH MPUMEHSIOTCS CIIEIYIOUIIEe OCHOBHBIE METOIbI U
CTOCOOBI 3aIUTHI HHPOPMALIHN:

a) ynpasJeHHUE JOCTYIIOM:

UACHTU(UKAIMS U TIPOBEPKa NOUIMHHOCTH MOJI30BATENS IPU BXO/IE€ B CHCTEMY T10 TIAPOJITIO
YCIIOBHO-TIOCTOSIHHOTO JICHCTBHS JUTMHOW HE MEHEe IMIECTH OYKBEHHO-IU(POBBIX CHMBOJIOB;

0) peructpanus u y4er:

perucrpanus Bxoaa (BbIX0/1a) NOJIb30BaTENS B CUCTEMY (M3 CUCTEMBI) TMOO perucTpanus
3arpy3ky U WHULHAIU3AIN ONIEPAllMOHHON CUCTEMBI U €€ MPOTrPaMMHOI0 OCTaHOBA.
Peructparus BbIXo/a U3 CUCTEMBI WIIM OCTAHOBA HE MPOBOJIUTCS B MOMEHTHI allllapaTypHOTO
OTKJIIOUEHUs1 HHPOPMAIIMOHHOM cucTeMbl. B mapamerpax perucrpanuu yka3plBatoTCs jJaTa u
BpeMsl BX0/1a (BBIX0/1a) MOJIH30BATENS B CUCTEMY (M3 CUCTEMBI) UJTH 3arpy3Ku (OCTAaHOBA)
CUCTEMBbI, pe3yJIbTaT MOMbBITKY BX0/a (yCIenIHas WiIM HeyCHellHas ), UAeHTU(GUKaTop (KoJ uiu
(bamMuIMs) MOJIb30BATENs, IPEABIBICHHBIA IPH MOMBITKE JOCTYIIA;

YUYeT BCEX 3alUIIaeMbIX HOCUTENEeH HHPOPMAIIUH C TOMOIIBIO X MAapKUPOBKH U 3aHECEHHE
YYETHBIX JaHHBIX B )KypHaJ ydeTa ¢ OTMETKOM 00 uX BbIIaye (MpUeme);

B) 00€CTICUCHHE IIEIOCTHOCTH:

o0ecrieyeHne IeI0OCTHOCTH MPOTPAaMMHBIX CPEACTB CUCTEMBI 3alIUTHI IEPCOHATBHBIX JaHHBIX,
oOpabatbiBaeMOl HH(DOPMAITHIH, a TAKXKE HEU3MEHHOCTH ITPOTpaMMHO# cpenbl. [1pu aTom
[EJIOCTHOCTh MIPOTPAMMHBIX CPEJICTB TIPOBEPSETCS MIPH 3arPy3Ke CUCTEMBI TI0 KOHTPOJIBHBIM
CyMMaM KOMITOHEHTOB CPEJICTB 3allIUThI HH(OPMAIINH, a EIIOCTHOCTh IPOTPAMMHOMN CPEIIbI
o0ecrieurBaeTCsl UCTIOJIb30BaHUEM TPAHCIIATOPOB C SI3bIKOB BHICOKOTO YPOBHSI U OTCYTCTBHEM
cpencTB MoauduKanuu 00bEKTHOTO KOJa MPOorpaMM B Tpoliecce 00pabOTKU U (MJIM) XpaHEHUS
3anuiaeMon nHpopMamumy,

¢buznueckas oxpana UH(GOPMALIMOHHON CUCTEMBI (YCTPOICTB M HOCUTENEH HH(POPMAIIIH),
MpeyCMaTpUBAIOIIast KOHTPOJIb TOCTYIA B TIOMEIICHHS WH()OPMAIIMOHHON CUCTEMBI
MMOCTOPOHHUX JIMII, HAJTMYNE HAJISKHBIX MPETSTCTBUH TSI HECAHKITHOHUPOBAHHOTO
MPOHUKHOBEHUS B MOMEIICHHUS MHPOPMAIIMOHHOM CHCTEMBI U XPAHUIIUIIE HOCUTEIICH
nHpopMaIuu;

NEpUOAUICCKOC TCCTUPOBAHUC q)YHKI_II/Iﬁ CHUCTCMBI 3allIUTHI IICPCOHAJIBHBIX NAHHBIX ITPH
HU3MCHCHUU HpOFpaMMHOﬁ Cpcabl U MI0JIb30BaTeNIe HH(bOpMaHHOHHOﬁ CHUCTEMBI C IOMOIIIBIO
TECT-IPOTpaMM, UMUTUPYIOIIUX MOTIBITKU HCCAHKIIMOHUPOBAHHOTO JOCTYIIA,

HaJINYME CPEJICTB BOCCTAHOBIICHHSI CUCTEMBI 3aLIUThI IEPCOHANIBHBIX JAHHBIX,
IIPEyCMAaTPUBAIOLIUX BEJIEHUE IBYX KOIMH TPOrpaMMHBIX KOMIIOHEHT CPEJCTB 3aIlUThI
uH(pOpMaINH, UX IEPHOANYECKOe OOHOBICHHE U KOHTPOJIb PabOTOCIIOCOOHOCTH.

2.4. be3omacHoe MeXCceTeBOe B3aMMOICHCTBHE 1l MHPOPMALIMOHHBIX CUCTEM

3 kiracca IIpHU UX NOAKJIHOYCHUH K CCTAM MCKIAYHAPOAHOT'O I/IH(I)OpMaI_II/IOHHOFO 06MCHa, a TaKKe
U paclIpCACIICHHBIX HHq)OpMaHHOHHBIX CHCTEM 3 Kjacca IpH UX pasacJICHUHN Ha MOJACUCTCMbI
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AOCTUTACTCA ITYTEM ITPUMCHCHUA CPCACTB MCIKCECTCBOI'O SKpaHUPOBAHUA (MC)KCCTGBBIX
9KpaHOB), KOTOPbIE OOECIIEUNBAIOT:

(buIBTpPaLKIO HA CETEBOM YPOBHE ISl KaXKAOTO CETEBOTO IMAKeTa HE3aBUCUMO (pELIEHUE 0
GWIbTpaluy MPUHUMAETCS Ha OCHOBE CETEBBIX a/IpECOB OTIPABUTENS U MOJTydaTeNs MM Ha
OCHOBE JPYTUX SKBUBAJIECHTHBIX aTpUOYTOB);

UICHTH(DHUKAINIO ¥ ayTCHTU(DHUKAINIO aIMIHUACTPATOPA MEKCETEBOTO dKpaHa IMPH €ro
JIOKAIBHBIX 3aIpocax Ha JIOCTYII 10 UACHTU(HUKATOPY (KOTY) ¥ TIAPOJIIO YCIOBHO -TIOCTOSTHHOTO
JICUCTBHUS,

perucrpalmio Bxoja (BbIxoJa) aIMUHUCTPATOpa MEXKCETEBOTO 3KpaHa B CUCTEMY (U3 CUCTEMBI)
100 3arpy3Ky U MHUIMAIN3AlUK CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHOBA (PETUCTPALIMS BBIX0/1a
U3 CUCTEMBI HE IPOBOJANUTCS B MOMEHTHI alllapaTypHOro OTKIIOUYEHHS MEXCETEBOI0 IKpaHa);

KOHTPOJIb 1IEJIOCTHOCTH CBOEH MPOrpaMMHON U MH(POPMALIMOHHOM YacTH;

CbI/IJ'IBTpaI_[I/IIO IIaKE€TOB CJ'Iy>K€6HBIX IIPOTOKOJIOB, CIYXKAIIUX I JUMAarHOCTHUKU U YIIPABJICHUA
paboToif ceTeBBbIX YCTPONCTB;

BOCCTAaHOBJICHHE CBOHCTB MEKCETEBOTO OKpaHa IoCJIC c0O€EB U OTKAa30B o60py11013aHI/1$1;

periaMeHTHOE TECTHPOBaHKE pean3alliy MpaBmil GUIIBTPAINH, Tpoliecca HACHTHPUKAIIIT U
ayTeHTU(HUKAIMU aIMUHUCTPATOPa MEKCETEBOr0 IKpaHa, Mpoliecca perucTpanuu 1eHcTBUn
aJIMMHHCTpaTOpa MEKCETEBOr0 dKpaHa, Mpoliecca KOHTPOJIS 3a LEIOCTHOCTHIO MPOrPaMMHOM U
nH(OPMALMOHHON YacTH, IPOLEAYPhl BOCCTAHOBJICHUS.

MexceTeBbie OKpaHbl, KOTOPLIC o0ecneuynBaroT BBIIOJIHEHNE YKa3aHHBIX BBIIIC (bYHKL[I/Iﬁ,
IIPUMCEHAIOTCA B paClpCaCIICHHBIX I/IH(l)OpMaL[I/IOHHBIX cucremMax 2 u 1 K1accoB IIpHu ux
pasaciIiCHUuU Ha OTACIIBHBIC YaCTH.

HpI/I Pa3aciICHUU HH(bOpMaHHOHHOﬁ CHUCTEMBI ITPU IIOMOIIHU MEKCETCBBIX OKPAHOB HA
OTACJIBHBIC YaCTU CUCTEMBI JJIs1 YKa3aHHBIX JacTell CHCTEMBI MOKET YCTaHaBJINBATbCA Ooiee
HU3KUH KJ1acC, 4€M JIA I/IH(1)OpMaLIHOHHOI>’I CHCTEMBI B LICJIOM.

3. Metoasl u CIIOCOOBI 3alllUThI I/IH(i)OpMaI_[I/II/I OT HCCAHKINMOHUPOBAHHOI'O JOCTYIIA,
O6€CH€‘{I/IBaIOHlHC Q)YHKL{I/II/I YIIpaBJICHUA JOCTYIIOM, pETUCTpaAllUN U YUCTa, obecnieueHn st
OCJIO0CTHOCTH U 0€e30MacHOro MeXCETEBOIO B3aUMOJACUCTBUS IS I/IHCI)OpMaI_II/IOHHBIX CHCTEM 2
KJ1acca.

3.1. lns nHPOPMAITMOHHBIX CUCTEM

2 KJ1acca IMpH OJTHOTIOJNIB30BATEILCKOM peXnuMe 00pabOTKH MEPCOHATBHBIX JaHHBIX
MIPUMEHSIOTCS] BCE METOAbI U CLIOCOOBI 3aIIMThl MHPOPMALIUU OT HECAHKI[O HUPOBAHHOTO
J0CTYIa, COOTBETCTBYIOIIME HH(POPMALTMOHHBIM CHCTEMaM 3 KJiacca MpH
OJTHOTIOJIB30BATEILCKOM peXUMeE 00paOOTKH.

3.2. lns nHPOPMAITMOHHBIX CUCTEM

2 Kiacca IIpHU MHOT'OIIOJIb30BATCIILCKOM PEIKHUME O6pa6OTKI/I NEpCOHAIBHBIX JAHHBIX U PABHBIX
ImpaBax JOCTYIIa K HUM MOJIb30BaTeIei OPUMCHAIOTCA BCC MCTOAbI U CIIOCOOBI 3alllUThI
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nH(bOpMAIUY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, COOTBETCTBYIOUINE WH(POPMAIIMOHHBIM
crcTreMaMm 3 Kiacca MpH MHOTOTIOJIb30BATEILCKOM peXrMe 00pabOTKM MEPCOHANBHBIX TAHHBIX U
PaBHBIX MIPABaX JOCTYIA K HUM MOJIB30BaTEICH.

3.3. Jlnst uHpOPMAIIMOHHBIX CHCTEM

2 KJacca Ipu MHOTOIIOJIb30BATENbCKOM PEKUME 00paOOTKHN NEPCOHATBHBIX JAHHBIX U PA3HBIX
IpaBax JA0CTYyIa K HUM I10JIb30BaTEIEH pealn3yoTCsi BCE METO/Ibl U CIIOCOOBI 3aIUThI
nH(pOpMAIMY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, COOTBETCTBYIOUINE WH(POPMAIIMOHHBIM
cucTeMaM 3 Kjacca [Py MHOTOII0JIb30BaTENbCKOM PeKUMe 00pabOTKU NEPCOHABHBIX JaHHBIX U
pa3HbIX IpaBax J0CTYyIa K HUM OJIb30BaTENEH.

3.4. bezonacHoe MekceTeBOE B3aUMOIEHCTBUE /1151 MHPOPMAILIMOHHBIX CUCTEM

2 KJacca Ipy UX MOAKIIOUYEHUH K CETSM MEXTyHapOIHOTO MH(POPMAIIMOHHOTO 0OMeHa
JOCTUTACTCA HYTCM HpI/IMeHeHI/IfI Cpe)ICTB MECIKCETECBOI'O 3KpaHI/IpOBaHI/I$I, KOTOpI)IG
o0ecrieunBaroT:

(GWIBTPALUIO HA CETEBOM YPOBHE HE3aBHCUMO ISl KXKJIOTO CETEBOT0 MaKeTa (pereHue o
¢buIbTpauyu NPUHUMAETCS] HA OCHOBE CETEBBIX a/IpECOB OTIPABUTENS U MOJIydaTeNs U Ha
OCHOBE JPYTUX SKBUBAJICHTHBIX aTpUOYyTOB);

(GWIBTPALNIO TAKETOB CITYKEOHBIX MPOTOKOJIOB, CITYXKAIIUX ISl JUATHOCTHKH U YITPABICHHS
paboTOM CEeTEeBBIX YCTPOUCTB;

(GuUIbTPALUIO C YIETOM BXOJIHOTO U BBIXOJHOTO CETEBOr0 MHTEpdeiica Kak cpeAcTBa MPOBEPKU
MOJJIMHHOCTHU CETEBBIX aJJPECOB;

(bl/IJ'IBTpaI_[I/IIO C y4d€TOM JIFOOBIX 3HAYMMBIX ITOJIEH CETEBBIX IIaKETOB,

PETUCTPAIHIO U y9eT QUIBTPYEMbIX MAKETOB (B ITApaMeTPhl PErHCTPALlUU BKIIFOYAIOTCS aJIpec,
BpeMsl ¥ pe3yJIbTaT (PUIIbTPALINH ),

UICHTU(PUKAINIO U ayTeHTU(DUKAINIO aIMUHUCTPATOPA MEXKCETEBOTO SKpaHa MpH ero
JIOKAJNBHBIX 3aMpocax Ha JIOCTYII 10 UACHTU(PUKATOPY (KOY) U TAPOJII0 YCIOBHO-TIOCTOSTHHOTO
JIeHCTBUS,

perucTpaiuio Bxoa (BbIxoAa) aIMUHUCTPATOPa MEXKCETEBOr0 IKpaHa B CUCTEMY (M3 CUCTEMBI)
00 3arpy3Ky U MHUIMAIIN3AIMN CUCTEMBI U €€ MMPOrPaMMHOT0 OCTaHOBA (PETUCTPALIUS BbIXO1a
U3 CUCTEMBI HE MPOBOJAUTCS B MOMEHTHI allllapaTypHOTO OTKIFOUEHHSI MEKCETEBOIO IKPaHa);
perucTparyio 3ammycka mporpaMM | MpoueccoB (3aJaHui, 3a1a4);

KOHTPOJIb IIEJIOCTHOCTH CBOEH MPOTpaMMHOM U MH()OPMAIIMOHHON YacTH;

BOCCTaHOBJICHHE CBOMCTB MEXKCETEBOT0 IKpaHa mocie cO0eB U 0TKa30B 000pyI0BaHUS;
periaMeHTHOE TECTUPOBAHUE PealIn3alluy MPaBMl PUIBTPALMH, IPOIIEcCa PErUCTPaIUH,
mpolecca HASHTU(UKAINY U ayTeHTU(DHUKAIINY aIMUHHACTPATOPA MEKCETEBOTO IKpaHa,

mponecca perucrpanuun JencTBuit AIMUHUCTpPATOPA MEKCETCBOT'O 3KpaHa, IMPOoHuecCa KOHTPOJIA
3a ICJIOCTHOCTBIO HpOFpaMMHOﬁ u HH(I)OpMaHHOHHOﬁ 4acCTH, IMpoucaypbl BOCCTAHOBJICHH .
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4. Metoabl 1 cIOCOOBI 3aIUTH HH(POPMALIUU OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA,
oOecnieunBaromue GyHKIMH YIIPABICHUS JTOCTYIIOM, PETUCTPAIH U yueTa, 00ecrieueHus
LEJIOCTHOCTU ¥ O€30MacCHOT0 MEXKCETEBOI0 B3aUMOJICHCTBUS /11 MHPOPMALMOHHBIX CUCTEM |
KJ1acca.

4.1. s nHPOPMAIMOHHBIX CUCTEM

1 xi1acca pu 0/IHOTOJIB30BATEIBCKOM PEKHUME 0OPA0OTKY NEPCOHAIBHBIX JaHHBIX
MPUMEHSIOTCS CIIEIYIOLINEe OCHOBHBIE METO/IbI M CIIOCOOBI 3aIIUTHI HHPOPMALIUH:

a) ynpasJeHHue JOCTYIOM:

UICHTUQUKAIMS U POBEPKaA MOAJTMHHOCTH MOJIB30BaTENsI IPU BXOJE B CUCTEMY IO MApOJII0
YCIIOBHO-TIOCTOSIHHOTO JIEUCTBUS JUIMHOM HE MEHee 1IeCTH OyKBEHHO-IIU(PPOBBIX CUMBOJIOB;

0) peructpanus u y4er:

peructpanus BXxoja (BbIX0/1a) MOJIb30BaATENS B CUCTEMY (M3 CUCTEMBI), T1M00 peructparus
3arpy3Kd ¥ HHUITHATU3AIIH OTIEPAIIMOHHON CUCTEMBI U €€ POrPaMMHOTO OCTaHOBA.
Perucrpanus BbIX0a U3 CUCTEMBI WIIM OCTAHOBA HE MTPOBOJIUTCS B MOMEHTHI allliapaTypHOTro
OTKITIOYCHHUST MHPOPMAITMOHHOW CUCTEMBI. B mapaMeTpax perucTpaiiv yKa3plBatoTCs 1aTa U
BpeMsl BX0/1a (BBIX0/1a) MOJIK30BATENs B CUCTEMY (U3 CUCTEMBI) UJIH 3arpy3KH (OCTaHOBA)
CHCTEMBI, Pe3yJbTaT NOMBITKH BX0J1a (YCIEIIHas UM HEeYCIIeIIHAas);

pEerucTpaIys BbIIa4u MeYaTHBIX (TpaduuecKux) TOKYMEHTOB Ha OyMa)KHBI HOCUTEINb. B
napamMeTpax periucTpainy yKa3bIBalOTCS JaTa U BpeMs BbIgauu (0OpalieHus K moJACUCTEMe
BBIBO/JIA), KPATKOE COJIEP)KaHKE TOKyMEHTa (HauMEHOBaHUE, BUI, KOM), CrielnpuKaIys
YCTpOWCTBA BhIIaYU (JIOTHYECKOE UM (HOMEp) BHEIIIHETO YCTPOMCTBA);

YUET BCEX 3alIUIIaCMbIX HOCHTENCH I/IH(l)OpMaI_[I/II/I C IIOMOIIBIO UX MAPKHUPOBKH U 3aHECCHUEC
YUYETHBIX JaHHBIX B XXYpPHaJl yu€Ta,

OyOIUPYIOMUN yUeT 3aliillaeMbIX HocuTene nuhopMaluu;

ourcTka (0OHyIeHue, 00e3IMYUBaHIE) OCBOOOKIaeMbIX 00JIacTel ONepaTUBHON MaMsITH
WHGOPMAIIMOHHOM CUCTEMBI M BHEIIIHUX HOCUTEICH HH(DOpMAIHH;

B) 00CCIICUCHHE IIEIOCTHOCTH

o0ecreyeHne 1eI0OCTHOCTH MPOrPaMMHBIX CPEJCTB CUCTEMBI 3aIIUThl IEPCOHAIBHBIX JTAHHBIX,
oOpabatbpiBaeMoi HH(OPMAINH, a TAaKKe HEU3MEHHOCTh ITpOrpaMMHoil cpenbl. I1pu aTom
LIEJIOCTHOCTbH MTPOIPaMMHBIX CPEJCTB MPOBEPSIETCS MIPH 3arpy3Ke CUCTEMBI 110 HAINYUIO UMEH
(uneHTH(UKaTOPOB) KOMIIOHEHTOB CPEJICTB 3AIUTHI HHPOPMAIHH, a LEITOCTHOCTh
IIPOrpaMMHOI cpeJibl 00ecrieynBaeTcss OTCYTCTBHEM B MH(POPMALIMOHHOM CUCTEME CPEe/ICTB
pa3pabOTKU U OTIIAJKH MPOrpamM;

¢u3nyeckas oxpaHa TEXHUYECKUX CPEICTB MHPOPMALMOHHBIX CUCTEM (YCTPOICTB U HOCUTENEH
nHpOpMaIKN), TPeycCMaTPUBAIOIIasi TOCTOSHHOE HAJIMYME OXPaHbl TEPPUTOPUH U 3JIaHUS;
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NEPUOANYECKOE TECTHPOBAHNE (PYHKIMI CUCTEMBI 3aIIUTHI IEPCOHABHBIX TAHHBIX IPU
M3MEHEHHH IPOTPAMMHON Cpe/Ibl U MOJIb30BaTeNel HH(POPMALIMOHHON CUCTEMBI ¢ TIOMOIIBIO
TECT-IIPOrpaMM, UMUTUPYIOIUX MONBITKY HECAHKLIIMOHUPOBAHHOTO JI0CTYIIA;

HaJINYUEC CPCACTB BOCCTAHOBJICHUA CUCTCMBI 3aIIUTHI ICPCOHAIIBHBIX JaHHBIX,
npeaycMarpuBarommx BEACHUC IBYX KOIIH IMpOorpaMMHBIX KOMIIOHCHTOB CPCACTB 3alllUThI
nH(pOpMAIINY, UX MIEPHOANYECKOE OOHOBJICHHUE H KOHTPOJIb pab0TOCTIOCOOHOCTH.

4.2. 11 nHPOPMALMOHHBIX CUCTEM

1 xy1acca mpyu MHOTOTIOJIL30BATENBCKOM PEKUME 00paOOTKH MEPCOHAIBHBIX JIaHHBIX U PaBHbIX
ImpaBax JOCTYyIla K HUM MOJIb30BaTelIeH MMPUMCHAIOTCA CICAYIOMNUE OCHOBHBIC METO/IbI U
CHOCOOBI 3aIUTH HHPOPMAIIH:

a) ynpasJeHHue JOCTYIOM:

UIeHTU(UKAIMS U TPOBEPKa MOAJTMHHOCTU MOJIB30BaTENs IPH BXOJE B CUCTEMY I10
uaeHTuGUKaTOpy (KOAY) U MapoiIro YCIOBHO-MIOCTOSSHHOTO JEHCTBUS AJTMHON HE MEHEe IeCTH
OyKBEHHO-IIU(POBBIX CHMBOJIOB;

I/I)ICHTI/I(bI/IKaHI/ISI TEXHUYCCKUX CPCACTB I/IH(bOpMaHI/IOHHBIX CHCTEM H KaHAJIOB CBA3HM, BHCIITHUX
YCTpOUCTB MH(GOPMAIIMOHHBIX CUCTEM TI0 WX JIOTHYECKHUM ajipecaM (HoMepam);

uaeHTU(UKAIUS TPOTPaMM, TOMOB, KaTaJloroB, (haiiyioB, 3aMMMCei, MOJIeH 3amuceil o UMEeHaM;
0) perucTpamus 1 y4er:

perucTpariysi Bxoa (BbIX0/a) MOJIb30BaTENs B CUCTEMY (U3 CHCTEMBI), THOO perucTparus
3arpy3Kd ¥ WHUIHATU3AIMH OTIEPAIIMOHHON CUCTEMBI U €€ TPOTPaMMHOT0 OCTaHOBA.
Perucrpanus BbIX0Ja U3 CUCTEMBI WIIM OCTAHOBA HE MTPOBOJUTCS B MOMEHTHI allliapaTypHOTro
OTKITIOYCHUSI MHPOPMAITMOHHOW CUCTEMBI. B mapaMeTrpax perucTpaiiu yKa3blBaloTCs J1aTa u
BpeMsl BX0/1a (BBIX0/1a) MOJIH30BATENS B CUCTEMY (M3 CUCTEMBI) UJIH 3arpy3KH (OCTaHOBA)
CHCTEMBI, pe3yJbTaT MOTMBITKH BX0/1a (YCHEIIHAS WIIM HEYCIICIIHAs ), HIACHTU(DUKATOP (KO UK
(bamuTus) MoJIb30BaTEIs, IPEIbSIBIICHHBIN ITPH MOTBITKE TOCTYIIA;

perucTpaIys BbIIaYM MeYaTHBIX (TpadMuecKux) TOKyMEHTOB Ha OyMa)kHbII HOCHTENb. B
napamMeTpax perucTpaiuy yKa3bIBalOTCS JaTa U BpeMs Bbliaun (0OpallieHus K MoJACUCTEME
BBIBOJIA), crieliu(pUKaIHsl yCTPOICTBA BhIJauU (JIOTUYECKOE UMsI (HOMEpP) BHEIIHETO
YCTPOMCTBA), KPaTKOE COJICp)KaHKUE JOKYMEHTa (HaMMEHOBaHKe, BUJI, (P, KOJI),
UACHTU(PUKATOP MOJIH30BATENS, 3aMIPOCUBIIIETO JOKYMEHT;

perucTparys 3amnycka (3aBepIeHus) IporpaMM U MpoLeccoB (3aaHui, 3a1a4),
IpeJHa3HaYeHHbIX JJIs1 00pabOTKU MEPCOHABHBIX JaHHBIX. B mapameTpax perucrpanuu
YKa3bIBAIOTCS J1aTa U BpeMsl 3aIrycka, uMs (MACHTUPHUKATOP) IporpaMMBl (Iipoliecca, 3aJaHus),
UACHTU(PHUKATOP MOJIB30BATENS, 3alIPOCUBILEr0 porpaMMy (Tipoliecc, 3alaHue), pe3yabTar
3arycka (yCHEIIHbIN, HEYCIIEIIHBIN);

perucTpanus NoneITOK A0CTya IPOrPaMMHBIX CPEACTB (IporpaMm, MPOLIECCOB, 3a/1ay,
3aJjaHui) K 3aluiaeMbiM ¢aitnam. B mapameTpax perucTpanuu ykasbIBaloTCs JaTa U BpeMs
MOTIBITKH JJOCTYNA K 3alluiaeMoMy (aiiny ¢ ykazaHueM ee pe3yibrara (ycnemrHas,
HeyCHelHas ), HASHTUPHUKATOP MOJIb30BaTENs], ClIeln (UKL 3aluiiaeMoro ¢aiina;



15

perucrpanus MoNbITOK AOCTYIA IPOrPaMMHBIX CPECTB K JONOJHUTEIBHBIM 3aIUIIaEMbIM
00BeKTaM J0CTyMa (TepMUHATIAM, TEXHUUYECKUM CPEJICTBAM, y3JIaM CETH, JTHHUAM (KaHaIaMm)
CBSI3U, BHELITHUM yCTpPOICTBaM, IporpaMMam, ToMaM, Katajoram, (aiiiam, 3arucsm, moJism
3anuceit). B mapameTrpax perucrpanuu yKasblBaroTCs JaTa U BpeMs HOMBITKU J10CTyIa K
3aIIMIIaeMOMY OOBEKTY C yKa3aHUEM ee pe3yibTara (yCIHelIHas, HeyCIelIHas ), HACHTu(UKATOp
MOJIb30BATENs, CeM(PUKALINS 3aIUIIaeMOro 00beKTa (JIornaeckoe uMs (HOMep));

YUeT BCEX 3alUIIaeMbIX HOCHTEIEeH NHPOPMALIUH ¢ TOMOIIBIO X MAapKUPOBKH U 3aHECEHHE
YUYETHBIX JJAHHBIX B J)KypHaJl y4eTa C OTMETKOH 00 X Bbl1ave (pueme);

TyOIUPYIOMMUKA YUeT 3alIUIIaeMbIX HOCUTENeH HHpopManuu;

ouncTka (0OHyneHue, 006e3IMYuBaHNe) 0CBOOOKIaEMbIX 00JIacTel OnepaTUBHON NaMsITH
MH(OPMALIMOHHBIX CHCTEM U BHEIIHUX HOCUTENEH HHPOpMAIIH;

B) 00€CTIeUeHHE 1IETIOCTHOCTHU:

obecrnevyeHre EeIOCTHOCTH MPOrPaMMHBIX CPEICTB CUCTEMBI 3allIUThI IEPCOHANBHBIX JaHHbIX,
oOpabaTeiBaeMOi HH(pOpPMALINK, a TAK)Ke€ HEM3MEHHOCTh ITporpaMMHoOit cpeabl. [Ipu aTom
L[EJIOCTHOCTh CUCTEMBI 3alIUTHI IEPCOHANIBHBIX JTaHHBIX IPOBEPSETCS MPH 3arpy3Ke CUCTEMBI 110
HaJIMYUIO UMEH (MIeHTU(UKATOPOB) €€ KOMIIOHEHT, a LIEJI0CTHOCTh MTPOrPaMMHOM cpeibl
obecreunBaeTCsl OTCYTCTBHEM B MH(OPMAIIMOHHON CUCTEME CPEAICTB pa3pabOTKU U OTIIAJIKH
porpamm;

(dbu3uveckas oXxpaHa TEXHHUYECKUX CPEACTB HH(DOPMAITMOHHON CUCTEMBI (YCTPOMCTB U
HocHTeNel HH(pOpMAaIHH), MPeTyCMaTPUBAIONIAS TOCTOSTHHOE HATMYNE OXPaHbl TEPPUTOPUU H
3JIAHHS,

MNEPUOAUYCCKOC TCCTUPOBAHUE (bYHKLII/Iﬁ CHUCTEMBI 3allIMUTHI IIEPCOHATIBHBIX JaHHBIX IIPH
HU3MCHCHHNH HpOFpaMMHOﬁ Cp€abl U MOJI30BaTeIIeH HH(l)OpMaHHOHHOfI CHCTEMBI C IIOMOIIIBIO
TECT-IIpOTrpaMM, HMUTHUPYIOIIUX IMOIIBITKKW HCCAHKIIMOHUPOBAHHOT'O JOCTYIIA,

HaJIN4YUEC CPCACTB BOCCTAHOBJICHUA CUCTEMBI 3alIUTHI IEPCOHAJIBHBIX TaHHBIX,
npeaycMarpuBarommx BEACHUC IBYX KONt IpOorpaMMHBIX KOMIIOHCHTOB CPCACTB 3alIUThI
I/IH(bOpMaI_II/II/I, HUX IICPUOIUYICCKOC OOHOBJIEHHE U KOHTPOJIb pa6OTOCHOCO6HOCTI/I.

4.3. 1nst nHGOPMAIIMOHHBIX CUCTEM

1 kacca pu MHOTONOJIb30BATENBCKOM PEXUME 00paOOTKH NEPCOHATBHBIX JAHHBIX M Pa3HBIX
IpaBax JOCTYIa K HUM I0JIb30BaTese MPUMEHSIOTCS CIEeYyIOLIIe OCHOBHBIE METOIbI U
CrocoOBbl 3alUThl HHPOPMALIUU:

a) yrpaBJieHHE JOCTYIIOM:

UACHTU(HUKALIMS U TPOBEpKa MOUIMHHOCTH MOJIb30BATENs IIPH BXOJIE B CUCTEMY 10
UACHTUDHUKATOPY (KOAY) U NApOJII0 YCIOBHO-TIOCTOSTHHOTO JICHCTBUA JUIMHON HE MEHee MIeCTH

OYKBEHHO-IIU(POBBIX CHUMBOJIOB;

I/I,Z[CHTI/I(I)I/IKB.I_[I/I}I TCPMHUHAJIOB, TCXHUYCCKUX CPCACTB, Y3JI0OB CC€TU, KaHAJIOB CBA3U, BHCIIHUX
YCTpOﬁCTB 10 JOTUYCCKUM HMCHAM,
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UACHTH(HUKAIMS TPOTpaMM, TOMOB, KaTajaoros, (aiinos, 3amnucel, moje 3amuceil Mo UMeHaMm ;

KOHTPOJIb JIOCTYIIA MOJIb30BATENEH K 3alllUIaEMbIM Pecypcam B COOTBETCTBUU C MaTPHIICH
JIOCTYTIa;

0) perucrpanus 1 y4der:

perucrtpanus Bxojaa (BbIx0/1a) NOJb30BaTENIEH B CUCTEMY (M3 CUCTEMBI), JINOO PErucTpalus
3arpy3k U MHULHAIU3AUU ONIEPALlMOHHON CUCTEMBI U €€ TPOrPaMMHOT0 OCTaHOBA.
Peructpanus BbIxoaa U3 CUCTEMBI WIM OCTAHOBA HE MPOBOJIUTCS B MOMEHTHI allllapaTypHOTO
OTKJIFOUEHUs1 MH(POPMAIITMOHHON cucTeMbl. B mapamerpax perucrpanuy yka3plBaroTCs jJata u
BpeMsl BXO/1a (BBIX0/1a) TOJIH30BATENS B CUCTEMY (M3 CUCTEMBI) I 3arpy3KH (OCTaHOBA)
CUCTEMBI, pe3yJIbTaT MOMbBITKY BX0/1a (yCIIelIHas WM HeyCHellHas ), UAeHTU(GUKaTop (KoJ Uiu
(hamMuIMs) MoJIb30BaTENs, NPEAbIBICHHBIA IPH MOMBITKE JOCTYIIA, KO WIH M1apoJib,
MIPEABSBICHHBIN IPY HEYCIIEIIHOM MOBITKE;

peructparys BblJauu MedaTHbIX (Tpaduueckux) TOKyMEHTOB Ha OyMaKHbI HOcUTENb. B
rapaMeTpax perucTpalry yKa3bIBaroTCs J1aTa U BpeMs BblJauu (0OpalieHus K MmojcucTeMe
BBIBOJIA), clielU(pUKAIIHS yCTPOICTBA BhIJauU (JIOTUYECKOE UMsI (HOMEp) BHEILIHETO
yCTpOIICTBa), KpaTKOE cojiepKaHHe JOKyMeHTa (HauMeHOBaHue, BU, udp, ko),
UIEHTU(PUKATOP MOJIH30BATENS], 3alIPOCUBIIETO JOKYMEHT;

perucTparms 3amycka (3aBepiieHus ) MporpaMm IpoieccoB (3aJanuid, 3a/1a4), MpeaHa3HauYeHHbIX
st 00pabOTKK EPCOHANBHBIX TaHHBIX. B mapamerpax perucTpaiuy yKa3plBarOTCs AaTa |
BpeMsI 3arycka, uMs (MaeHTU(GUKATOP) MpoTrpaMMBbl (Tipoliecca, 3aAaHus ), UACHTU(DUKATOD
MOJIH30BAaTEIIs, 3aMPOCUBIIIETO TIporpaMmy (TIporiece, 3alaHne), pe3yabTaT 3ammycka (YCIenTHbIH,
HEYCTICIITHBIN);

perucrparys nonbITOK A0CTyINa IPOrPaMMHBIX CPEICTB (MPOrpaMm, MPOLIECCOB, 3a/1a4,
3a/aHuil) K 3amuiiaemMbiM (aiinam. B mapamerpax peructpanuu ykasblBaloTCs JaTa U Bpems
MOTBITKU JIOCTYIIA K 3aluiaeMoMy (aiiny ¢ ykazaHueM ee pesynbrara (ycremHas,
HeycIenHast ), UACHTU(PUKATOP MOJIb30BaTelNs, crienuduKaIiis 3anumiaemMoro Qaiina;

pEerucTpaIys MOMBITOK AOCTYIIA MPOTPAMMHBIX CPEACTB K JOMOJHUTEIBHBIM 3alUIAEMbIM
00BEeKTaM J0CTYyINa (TepMUHATIAM, TEXHUYECKUM CPEJICTBAM, Y3JIaM CETH, JIMHUSAM (KaHaJIaM )
CBSI3U, BHEIITHUM yCTPOMCTBaM, IIpOrpaMMam, ToMaM, Katajoram, (aiiam, 3arucsm, moJisim
3amuceit). B mapamerpax peructpanuu yka3blBalOTCs J1aTa U BPEMs MOTBITKH JJOCTYIa K
3alUIaeMoMy OOBEKTY C YKa3aHHEM ee pe3yiibTara (yCIenrHas, HeyCcrenHas ), UACHTUPUKATOD
M0JIH30BATENIs, CIEIU(UKAIUS 3aMUIIAEMOT0 00BbEKTa (JJoOrHYecKoe uMs (HOMeED));

Y4Y€T BCCX 3alIUIIACMbIX HOCHUTENEH I/IH(I)OpMaI_[I/II/I C IIOMOIIBIO UX MAPKHUPOBKHU U 3aHECCHUC
YUYCTHBIX NaHHBIX B XXYpHaJI Y4CTa C OTMETKOM 00 ux BbIJa4uc (aneMe);

ourcTka (0OHyIeHHne, 00e3IMYNBaHIE) OCBOOOKIAEMBIX 00JIacTel ONepaTUBHON MaMsITH
MH(OPMAIIMOHHON CUCTEMBI U BHEILIHUX HAKOMUTENEH;

B) 00CCIICUCHHE IIEIOCTHOCTH:

o0ecrieyeHne 1eI0CTHOCTH MPOrPaMMHBIX CPEACTB CUCTEMBI 3alUThHI IEPCOHATBHBIX JAHHBIX,
oOpabartbiBaeMoi MH(OPMAINH, a TAKKE HEU3MEHHOCTh NPOrpaMMHoOi cpenbl. [1pu aTom
L[EJIOCTHOCTh CUCTEMBI 3aLIUTHI IEPCOHAIBHBIX JaHHBIX IPOBEPSETCS P 3arpy3Ke CUCTEMBI T10
KOHTPOJIbHBIM CyMMaM KOMIIOHEHTOB CHCTEMBI 3aILUTBHI, a IIEJIOCTHOCTh IPOTPAMMHON CPEJIb
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obecreunBaeTCs UCIOJIb30BAHUEM TPAHCIISITOPOB C S3BIKOB BHICOKOTO YPOBHS M OTCYTCTBHEM
cpenctB Moaudukanuu 00bEKTHOTO KOJIa TPOTpaMM B TIporiecce 00paboTKU U (MITH) XpaHEHUs
MePCOHATBHBIX TAHHBIX;

¢du3nveckas oxpaHa TEXHHYECKHX CPEICTB MHPOPMALMOHHON CUCTEMBI (YCTPOMCTB U
HOCHUTENEH HHPOPMALMH), IPEyCMaTpUBAalOIIasi KOHTPOJIb JI0CTyIa B IOMELICHUS
ITOCTOPOHHUX JIMILI, HAJTMYKME HAJIEKHBIX IIPENATCTBUMN JUIsI HECAHKIIHOHUPOBAHHOTO
IIPOHUKHOBEHHUS B IOMELIEHUS U XpPaHUJIUILE HOCUTENeH nHpopmanuu;

MEPUOINIECKOE TECTHPOBAHNE (PYHKITMI CHCTEMBI 3aIIUTHI IIEPCOHABHBIX TAHHBIX TIPU
M3MEHEHHUH ITPOrpaMMHOM cpeibl U MoJib30BaTeiell HNHPOPMAIMOHHOM CUCTEMBI C TIOMOIIIBIO
TECT-IPOTpaMM, UMUTUPYIOLIUX MONBITKA HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

HaJIMuue CPEJCTB BOCCTAHOBIIEHUS CUCTEMBI 3alUThl IEPCOHAIBHBIX JAHHBIX,
MIpelyCMaTPUBAIOILIMX BEJIEHUE JIBYX KOMUI MPOrpaMMHBIX KOMIIOHEHTOB CPE/ICTB 3aIUTHI
nH(popMalny, X NEPUOANUECKOE OOHOBIEHUE U KOHTPOJIb pab0TOCIIOCOOHOCTH.

4.4. bezonacHoe MEXCETEBOE B3auMOAecTBUE Al MH(OPMALIMOHHBIX CUCTEM

1 xitacca npy UX MOAKIIOUEHUH K CETSM MEXTyHapOIHOTO MHPOPMAIIMOHHOTO 0OMeHa
JOCTUTAETCS ITyTeM MIPUMEHEHHSI CPEACTB MEXKCETEBOIO SKPAaHUPOBAHUS, KOTOPbIE
00ecIeunBarOT BBITIOJIHEHHE CIAEAYIOMUX (YHKITAN:

(GWIBTPALMIO HA CETEBOM YPOBHE /ISl KaJKJOT'0 CETEBOTrO MAaKeTa He3aBUCUMO (peleHHe O
GWIbTpaLuy IPUHUMAETCS HA OCHOBE CETEBBIX a/IpeCOB OTIPABUTENS U MOJTydaTeNs UIM Ha

OCHOBE JIPYTUX 3KBHUBAJIICHTHBIX aTpUOYyTOB);

(GUIbTPAIUIO AKETOB CIIY)KEOHBIX MPOTOKOJIOB, CIYKAIIUX JJIsl AMATHOCTHKYU U YIIPABICHUS
paboTOM CEeTEeBBIX YCTPOUCTB;

(buUIbTPAIUIO C YIETOM BXOJIHOTO U BBIXOJHOTO CETEBOr0 MHTEpdeiica Kak cpeAcTBa MPOBEPKU
MOJIMHHOCTHU CETEBBIX aJIPECOB;

q)HHLTpaI_[I/IIO C y4eTOM JIFOOBIX 3HAYMMBIX ITOJIEH CETEBBIX IIaKCTOB,

(1)I/IJ'II>TpaI_II/IIO Ha TPaHCIIOPTHOM YPOBHE 3aIlIpOCOB Ha YCTaHOBJICHUC BUPTYAJIbHBIX COCIMHECHU I
C Y4CTOM TPAaHCHOPTHBIX aAPECOB OTIHPABUTCIIA U ITOJIYHATCIIA,

q)HHBTpaI_II/IIO Ha INPUKIIaAHOM YPOBHEC 3aIlIpOCOB K IIPUKIIAIHBIM CEPpBUCAM C YUCTOM
MPUKIIAAHBIX aIPpECOB OTIPABUTCIIA U ITOJIYHATCIIA,

(GWIBTPALIMIO C YUETOM JAThl U BPEMEHH;

ayTeHTU(UKAIMIO BXOAALINX M UCXOASIIUX 3a[IPOCOB METOAaMH, YCTOMUMBBIMU K TACCUBHOMY
U (M) aKTUBHOMY IPOCITYLIMBAHUIO CETH;

PETUCTPAIHIO U yUeT QUIBTPYEMBIX MTAKETOB (B MapaMeTphl PETUCTPAIIMU BKITIOYAIOTCS aJIpec,
BpeMsl U pe3yabTaT GuiIbTpalun);

PErUCTpalUIO U YUYCT 3alIPpOCOB HA YCTAHOBJICHUC BUPTYAJIbHBIX COCI[I/IHCHI/Iﬁ;
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JIOKaJIbHYIO CUTHAJIM3AIUIO TIONBITOK HAPYIIEHUS MPaBHII (HIIBTPALIH;

UICHTHU(DHUKAINIO ¥ ayTCHTU(DUKAINIO aIMUHUCTPATOPA MEKCETEBOT0 3KpaHa IPU €ro
JIOKAIBHBIX 3aIpOcax Ha JIOCTYII 10 UACHTU(UKATOPY (KOTY) U TTAPOJIIO YCIOBHO -TIOCTOSTHHOTO
JICUCTBHUS,

MPEJOTBPAILEHHE JOCTYIAa HEUJACHTH(PHUIIMPOBAHHOTO OJIH30BATENS WIIH TIOJIH30BATEIS,
MOAJIMHHOCTh UAEHTU(UKALIUYA KOTOPOTO NMPHU ayTEHTU(PUKAILIUN HE [TOATBEPAUIIACE

UACHTU(DUKAIMIO U ayTeHTU(OUKAIINIO aIMIHICTPATOPA MEKCETEBOTO SKPaHa MPH €T0
yAaJEHHBIX 3aIIpOCax METOAaMHU, YCTOMUMBBIMU K TACCHBHOMY U aKTUBHOMY IIE€pPEXBaTy
nHpopmanuy;

perucrpaluio Bxoja (BbIx0oa) aIMUHUCTPATOpa MEKCETEBOI0 IKpaHa B CUCTEMY (M3 CUCTEMBI)
100 3arpy3Ky U MHUIMAIN3AlMKA CUCTEMBI U €€ MPOrPaMMHOI0 OCTaHOBA (PErUCTPaLUs BBIX0A
U3 CUCTEMBI HE IPOBOJAUTCS B MOMEHTHI alllapaTypHOro OTKIIOUYEHHS MEXCETEBOI0 IKpaHa);

PEruCTpAIIHIO 3aITyCKa MPOTPaMM U MPOIIECCOB (3a/laHui, 3a/1a4);

perucTpalnuio AeHcTBUs aAMUHUCTPATOPa MEKCETEBOr0 dKpaHa Mo M3MEHEHHUIO MPaBul
¢bunbTpanuu;

BO3MO>KHOCTH JIMCTAHIIMOHHOTO YITPABIICHHSI CBOUMH KOMIIOHEHTaMH, B TOM YHCJIC
BO3MO’KHOCTh KOH(pUTYpHUPOBaHUS PHIBTPOB, TPOBEPKH B3aMMHOW COTJIACOBAHHOCTH BCEX
(UIBTPOB, aHANIM3a PETUCTPAITMOHHON HH(OpMAIUH;

KOHTPOJIb IIEJIOCTHOCTH CBOEH MPOTpaMMHOM U MHGOPMAITMOHHON YacTH;

KOHTPOJIb OCJIOCTHOCTH HpOFpaMMHOﬁ n HH(bOpMaHHOHHOﬁ JaCTH MEXKCETEBOI'O OKpaHa I10
KOHTPOJIbHBIM CYMMaM;,

BOCCTaHOBJICHHE CBOHCTB MEKCETEBOT'0 OKpaHa I10CJIC c0O€EB U OTKa30B O60py,HOBaHI/I$I;

periaMeHTHOE TECTUPOBAHUE peaii3alluy IpaBuil (PHIIbTpaAIIUU, TIPOIIEcCa PETHUCTPALINH,
npolecca uAeHTU(UKALUY U ayTeHTU(PHUKAIIMH 3aIIPOCOB, Mpoliecca UACHTU(DUKALINY U
ayTeHTU(HUKAIMU aIMUHUCTPATOPa MEKCETEBOr0, IKpaHa, Ipolecca perucTpaiuu IeicTBuil
aMUHHUCTPATOPa MEKCETEBOTO IKpaHa, Ipoliecca KOHTPOJIS 3a IEJI0CTHOCTHIO MPOTPaMMHON U
nH(OPMALMOHHON YacTH, IPOIEAYPHl BOCCTAHOBIJICHUSI.

5. Anamms 3aUIICHHOCTHU IMTPOBOAUTCA IJIA paCIIpCACIICHHBIX I/IH(l)OpMaI_II/IOHHBIX CUCTEM U
HH(bOpMaHHOHHBIX CUCTEM, INIOAKIIFOYCHHBIX K CETAM MCKIYHAPOAHOTO I/IHq)OpMaI_II/IOHHOl"O
O6M6Ha, IMyTEM UCIIOJIb30BaHU B COCTABC HH(I)OpMaHHOHHOﬁ CUCTCMBbI IPOTPAMMHBIX HUJIN
IporpaMMHO-alIapaTHbIX CPECACTB (CI/ICTCM) aHaJIM3a 3alllUIICHHOCTH.

Cpe,[[CTBa (CI/ICTCMBI) aHaJIn3a 3alllUIICHHOCTHU OOJIKHBI oOecreynBaTh BO3MOXKHOCTD BBISBIICHUS
y;I3BHMOCTCf/'I, CBSI3aHHBIX C OIIMOKaMU B KOH(bI/IpraI_[I/II/I nporpaMMHOIO obOecrieueHus
I/IH(bOpMaI_[I/IOHHOI\/'I CUCTCMbI, KOTOPBIC MOT'YT OBITh UCITOJIb30BaHbI HApyHmuTeJICM JJId
pcajin3aliu aTaku Ha CUCTEMY.

6. OGHapy)KCHI/IC BTOp)KCHI/Iﬁ IMPOBOAUTCSA IJIA HH(bOpMaIlHOHHBIX CHUCTEM, ITOAKIIFOYCHHBIX K
CCTAM MCXKIAYHApPpOAHOT'O I/IH(I)OpMaI_II/IOHHOl"O O6M€Ha, IMIYTEM UCIIOJIB30BaHUS B COCTABC
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HHGOPMAIIMOHHOMN CUCTEMBI IPOTPAMMHBIX WJIA IPOTPAMMHO-AIAPATHBIX CPEJACTB (CUCTEM)
0oOHapyXeHUS BTOPIKCHUU.

7. Ans uHGopMaIIMOHHBIX CUCTEM | Kiacca MpUMEHSETCs MPOrpaMMHOE 00ecTIedeHNEe CPEICTB
3alUThl HHQOPMALIMU, COOTBETCTBYIOIIEE 4 YPOBHIO KOHTPOJII OTCYTCTBHUS
HEJEKJIApUPOBAHHBIX BO3MOXKHOCTEM.



